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ASSISTEDGE WORKFLOW SERVICE OVERVIEW

AssistEdge helps transform manual enterprise processes to modernized automated processes with the
help of a digital workforce. As a Robotic Process Automation (RPA) solution, AssistEdge helps in the end-
to-end automation of repetitive tasks, processes, and transactions. Meanwhile, the Smart User
Environment offering provides automation on demand, helping with assisted automation and exhibiting
a unified dashboard for agents to oversee disparate information from different sources.

AssistEdge Workflow Service exposes endpoints through which Robots receive Application Credentials
required to log in to target business applications as part of a login automation process. This service will
be extended to have integration with CyberArk Secrets Manager Credential Provider & EPV to get
Application Credentials.

Version: 18.0

KEY BENEFITS

Clients who have partnered with both CyberArk and AssistEdge will be able to avail the best-in-breed
credential management solution. This integration allows robots to securely retrieve credentials from the
CyberArk vault and perform actions accordingly. The vault can store and rotate application credentials
and eliminate hard-coded credentials from scripts, application code, and configuration files.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION

Robot Farm

Ride
< Controfing
Agzent

AssistEdge Web
Server

pRas
AlM 50K Workflow
CyberArk Vault i '@ Service “

‘
. Q < Robot -}

Database Server




SECRETS MANAGER INTEGRATION

Secrets Manager is integrated as part of Workflow Service, which is central to all components including
Robots.

In a typical installation, this central service has a single instance. In the case of a load-balanced
environment, it runs in cluster mode.

CREDENTIAL RETRIEVAL

In a typical installation, there could be 10-15 robots accessing this service. Robots fetch application
credentials whenever there is need to log in into a target application.

Robot Control Agent starts the Robot and sends a Sign-In command to the Robot. Then, the Robot calls
the Workflow Service to fetch application credentials.

Credential retrieval is done by Robot once on startup and on receiving a sign-in command to login into
target applications.

SECRETS MANAGER INSTALLATION

Refer to the “Credential Provider and ASCP Implementation Guide” for CyberArk Agent based
installation and configuration.

SECRETS MANAGER CONFIGURATION

The following sections provide details on AssistEdge Workflow Service configuration with CyberArk
Secrets Manager.

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA)
interface:

[ ] Login as user allowed to manage applications (it requires Manage Users authorization)
[ ] Inthe Applications tab, click Add Application. The Add Application page appears.


https://docs.cyberark.com/Product-Doc/OnlineHelp/AAM-CP/Latest/en/Content/CP%20and%20ASCP/installing-the-Credential-Provider.htm?tocpath=Installation%7CCredential%20Provider%7CInstall%20the%20Credential%20Provider%7C_____0
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[] Specify the following information:

e In the Name box, specify the unique name (ID) of the application. The recommended
Application ID for this integration is: AssistEdgeWS

e In the Description box, specify a short description of the application that will help you
identify it.

e In the Business owner section, specify contact information about the application’s business
owner.

e Inthe Location box, specify the location of the application in the Vault hierarchy. If a
location is not selected, the application will be added in the same location as the user who is
creating this application.

[ ] Click Add. The application is added and is displayed in the Application Details page.
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[ ] Check the Allowing extended authentication restrictions box. This enables you to specify an
unlimited number of machines and Windows domain OS users for a single application.

Specify the application’s Authentication details. This information enables the Credential
Provider to check certain application characteristics before retrieving the application password.
Partner should suggest the authentication details to secure the access by the partner’s
application.

[ ] Inthe Authentication tab, click Add. A drop-down list of authentication characteristics is
displayed.

[] Select the authentication characteristic to specify.

[

Select OS user. The Add Operating System User Authentication window appears.

Add Operating System User Authentication #

05 User: [
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[ ] Specify the name of the OS user who will run the application, then click Add. The OS user is
listed in the Authentication tab.

[ ] Select Path. The Add Path Authentication window appears.
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[ ] Inthe Path box, specify the path where the application will run. To indicate that the specified
path is a folder, select Path is folder. To allow internal scripts to retrieve the application
password for this application, select Allow internal scripts to request credentials on behalf of
this application ID.

[ ] Click Add. The Path is added as an authentication characteristic with the information that you
specified.

[] Specify a hash:

e Run the AIMGetApplnfo utility to calculate the application’s unique hash. Copy the hash
value that is returned by the utility.

e Inthe PVWA, select Hash. The Add Hash window appears.
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e Inthe Hash edit box, paste the application’s unique hash value, or specify multiple hash
values with a semi-colon. You can add additional information in a comment after each hash
value specified for an application by specifying ‘#’ after the hash value, followed by the

comment.
For example, OE883B70D5B6E3EE37D37198049C9507C8383DB6 #app2
Note: The comment must not include a colon or a semicolon.

e C(Click Add. The Hash is added as an authentication characteristic with the information that
you specified.

[ ] Specify the application’s Allowed Machines. This information enables the Credential Provider to
make sure that only applications that run from specified machines can access their passwords.

e Inthe Allowed Machines tab, click Add. The Add allowed machine window is displayed.
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e Inthe Address box, specify the IP/hostname/DNS of the machine where the application will
run and will request passwords, then click Add. The IP address is listed in the Allowed
Machines tab.

Make sure the servers allowed include all mid-tier servers or all endpoints where the Secrets
Manager Credential Providers were installed.



PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS

For the application to perform its functionality or tasks, the application must have access to particular
existing accounts, or new accounts to be provisioned in CyberArk Vault.

In the Password Safe, provision the privileged accounts that will be required by the application. You can
do this in either of the following ways:

e Manually — Add accounts manually one at a time, and specify all the account details.
e Automatically — Add multiple accounts automatically using the Password Upload feature.

For this step, you require the Add accounts authorization in the Password Safe.

For more information about adding and managing privileged accounts, refer to the Privileged Access
Security Implementation Guide.

Once the accounts are managed by CyberArk, make sure to setup the access to both the application and
CyberArk Application Password Providers serving the Application.

Add the Credential Provider and application users as members of the Password Safes where the
application passwords are stored. This can either be done manually in the Safes tab, or by specifying the
Safe names in the CSV file for adding multiple applications.

[ ] Add the Provider user as a Safe Member with the following authorizations:
e List accounts
e Retrieve accounts
e View Safe Members

Note: When installing multiple Providers for this integration, it is recommended to create a
group for them, and add the group to the Safe once with the above authorization.
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[ ] Add the application (the APPID) as a Safe Member with the following authorizations:

e Retrieve accounts
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[ ] If the Safe is configured for object level access, make sure that both the Provider user and the
application have access to the password(s) to retrieve.

For more information about configuring Safe Members, refer to the Privileged Access Security
Implementation Guide.

ASSISTEDGE WORKFLOW SERVICE INSTALLATION & INTEGRATION CONFIGURATION

Refer to <<EdgeVerve>> for AssistEdge Workflow Service installation.
Steps to configure Secrets Manager with AssistEdge:

1. Login to AssistEdge RPA Admin Portal and choose Vault Manager as CyberArk. Fill in default
values for Appld, Safe, and Folder as shown below.
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2. Now navigate to Credential Manager and select Profile (for example, Cyber) > Select Application
(for example, JIRA). The default values for Appld, Safe, and Folder will automatically populate,
so you only need enter a value for Object, as shown below.
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3. Repeat step 2 for all configured profiles and business applications in AssistEdge RPA Admin.
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>>Replace this with your actual configuration options.

Common use cases:
1. Windows domain credentials or other standard credentials
a. The user will specify: username, address, platform
b. Safe name — optional but recommended for increasing performance

2. Local accounts (windows/Unix)
a. The user will specify: username & platform
b. Safe name — optional but recommended for increasing performance

c. When scanning, need to request in the APl these username and platform, and add the
address of the current machine being scanned

3. Non-standard credentials (can’t be unigue with username+address+Platform)
a. The user will specify: Safe and object name (folder is usually root by default)
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